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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!

Inside
Threat

s

Outside Threats

Safety Zone

Online Harm to Children III: 
Smartphone Harm & Identity Theft

► Awareness: Learn about what is evidence based and 
expert opinion says about what is being observed related 
to Smartphones and our children.

► Accountability: Learn about all the stakeholders who 
may need to be accountable for Smartphone safety.

► Ability: Learn about what is being considered to make 
families and caregivers more able to prevent harm.

► Action: Learn what actions may be taken to prevent 
harm to children now.
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Meaningful Use is dead. Long live something better!Online Harm to Children

February 2024 Webinar 
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Meaningful Use is dead. Long live something better!Online Harm to Children

March 2024 Webinar 
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Voice of Patient and Family

Jennifer Dingman

Founder, Persons United Limiting 
Substandard and Errors in Healthcare 
(PULSE), Colorado Division
Co-founder, PULSE American Division
TMIT Patient Advocate Team Member
Pueblo, CO
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Speakers & Reactors for Online Harm Series

Jennifer Dingman

Chief William Adcox Gregory Botz MD

Perry Bechtle III

John Nance JD Charles Denham MD

Paola Yépez González, MD David Grinsfelder

David Beshk

Randy Styner
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COMMUNITY OF 
PRACTICE

DEVELOPMENT 

COURSE 
R&D 

COMPETANCY 
TEST R&D

CERTIFICATION
& INCENTIVE

R&D

CareUniversity®

Learning Management System

CareUniversity



© 2006 HCC, Inc. CD000000-0000XX 11 Med Tac Bystander Rescue Care© 2024 TMIT 

Meaningful Use is dead. Long live something better!CareUniversity

CareUniversity®

Certificates for Med Tac Program
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Meaningful Use is dead. Long live something better!Survive & Thrive Guide: Keeping Your Family Safe

TMIT Global Research Test Bed
3,100 Hospitals in 3,000 Communities

500 Subject Matter Expert Pool Developed over 39 Years 

Turn the Science into SafetyTM
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Cardiac Arrest

Meaningful Use is dead. Long live something better!High Impact Care Hazards to Patients, Students, Educators, Employees, and Visitors

Opioid Overdose

Infections

Bullying

A Medical-Tactical Approach undertaken by 
clinical and non-clinical people can have 
enormous impact on los of life and harm 
from very common hazards:

• High Impact Care Hazards are frequent, 
severe, preventable, and measurable.

• Lifeline Behaviors undertaken by anyone 
can save lives.

Choking & Drowning

Anaphylaxis

Major Trauma

Transportation Accidents

Med Tac 
Story Article

Active Shooter 
Healthcare Article 

Rapid Response 
Teams Article

Battling Failure to Rescue

AED & Bleeding 
Control Gear Article

Automated External 
Defibrillator 

& Bleeding Control
Gear Placement

Family Safety
Plan Article

Take the Shot…
Save a Life 

Take the Shot…
Save a Life.
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Meaningful Use is dead. Long live something better!Survive & Thrive Guide

Coronavirus Community of Practice
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If you wish to follow us on Twitter, 
go to: http://twitter.com/TMIT1
or use #safetyleaders hashtag

Also, go to: 
www.facebook.com/SafetyLeaders

 and related sites
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Our Purpose, Mission, and Values
Our Purpose: 
We will measure our success by how we protect and 
enrich the lives of families…patients AND caregivers. 

Our Mission: 
To accelerate performance solutions that save lives, 
save money, and create value in the communities we 
serve and ventures we undertake.

Our ICARE Values:
Integrity, Compassion, Accountability, Reliability, and 
Entrepreneurship.
 

CAREUNIVERSITY ®

EMERGING THREATS
COMMUNITY OF PRACTICE
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Disclosure Statement
The following panelists certify that unless otherwise noted below, each presenter provided full disclosure information; does not intend to discuss an unapproved/investigative use of a 
commercial product/device; and has no significant financial relationship(s) to disclose. If unapproved uses of products are discussed, presenters are expected to disclose this to 
participants. None of the participants have any relationship medication or device companies discussed in their presentations.

Randy Styner has nothing to disclose 
John Nance has nothing to disclose
David Grinsfelder has nothing to disclose 
Chief William Adcox has nothing to disclose 
Dr. Botz has nothing to disclose
Perry Bechtle has nothing to disclose
Jeni Dingman has nothing to disclose
Dr Gonzales has nothing to disclose

Charles Denham, MD, is the Chairman of TMIT; a former TMIT education grantee of CareFusion and AORN with co-production by Discovery 
Channel for Chasing Zero documentary and Toolbox including models; and an education grantee of GE with co-production by Discovery Channel 
for Surfing the Healthcare Tsunami documentary and Toolbox, including models. HCC is a former contractor for  GE and CareFusion, and a former 
contractor with Siemens and Nanosonics, which produces a sterilization device, Trophon. HCC is a former contractor with Senior Care Centers. 
HCC is a former contractor for ByoPlanet, a producer of sanitation devices for multiple industries. He does not currently work with any 
pharmaceutical or device company and has not done so for more than 5 years.  His current area of research is in threat management to 
institutions including conflict of interest, healthcare fraud, and continuing professional education and consumer education including bystander 
care. Dr. Denham has been a collaborator with the late Professor Christensen at Harvard Business School. 
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Meaningful Use is dead. Long live something better!



Violent Acts Against Leadership where administrative, clinical, or 
governance leaders are specifically targeted by insiders or outsiders.

Active Shooter, Violent Intruder, and Deadly 
Force Incidents including events causing physical harm to staff, 
caregivers, students, or patients.



www.GlobalPatientSafetyForum.org Emerging Threats Community of Practice

http://www.globalpatientsafetyforum.org/


Violent Acts Against Leadership where administrative, clinical, or 
governance leaders are specifically targeted by insiders or outsiders.

Active Shooter, Violent Intruder, and Deadly 
Force Incidents including events causing physical harm to staff, 
caregivers, students, or patients.
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Inside & Outside Threats and Resilience Building

Inside
Threats

Outside Threats

Safety Zone

Racial and or 
Sexual Discrimination

Workplace Violence

Violent Acts 
Against Leadership

Active Shooter, Violent 
Intruder, and Deadly 

Force Incidents

Brand Damage

Domestic Terrorism

Intentional Harm 
of Patients

Unintentional 
Patient Harm

Failure to Rescue

Hospital 
Optimization & Flow

Preventable Death 
or Severe Injury

Readiness for Epidemics

Sexual Misconduct

Financial Harm 
to Patients

Cybersecurity 
Patient Records Issues

Insider Threats

Cybersecurity 
Operation Issues

Theft of 
Intellectual Property

Sabotage

Employee Fraud

Nation State Influence

Patient Fraud

Drug Diversion

Conflict of Interest

Conflict of Interest 
of Governance

Academic Fraud

Defamation 
or Unfair Press. Critical Drug 

and Supply Shortages
Regulatory 

Compliance Issues

Burn-out 

Preventable Death 
or Severe Injury
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Meaningful Use is dead. Long live something better!

1,000 
Worker Study

Survive & Thrive Guide

Safety

The 5 R’s 
of Safety

HEAD

HEART

HANDS

VOICE
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Meaningful Use is dead. Long live something better!

1,000 
Worker Study

Head Heart Hands Voice

Safety

The 5 R’s 
of Safety

HEAD

HEART

HANDS

VOICE

Safety

The 5 R’s of Safety
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Meaningful Use is dead. Long live something better!

Inside
Threat

s

Outside Threats

Safety Zone

Online Harm to Children III: 
Smartphone Harm & Identity Theft

► Awareness: Learn about what is evidence based and 
expert opinion says about what is being observed related 
to Smartphones and our children.

► Accountability: Learn about all the stakeholders who 
may need to be accountable for Smartphone safety.

► Ability: Learn about what is being considered to make 
families and caregivers more able to prevent harm.

► Action: Learn what actions may be taken to prevent 
harm to children now.
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Meaningful Use is dead. Long live something better!Online Harm to Children

ABC News

ALL Stakeholders Need to Collaborate
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Meaningful Use is dead. Long live something better!Online Harm to Children

ABC News

No Consensus on “The Science”
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book

The Great Rewiring 
of Childhood is 

Causing an Epidemic 
of Mental Illness
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Introduction

Growing Up on Mars
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book



© 2006 HCC, Inc. CD000000-0000XXCareUniversity © TMIT Global 2024 33

Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book

Age Categories:
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book

q No Age Verification

q Just Check the Box

q No Updates
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book

Central Claim of Anxious Generation – Two Trends:

Overprotection in the real world and…
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book

Central Claim of Anxious Generation – Two Trends:

Overprotection in the real world and…

Underprotection in the virtual world… 
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book

Four Foundational Reforms:

• No smartphones before high school. 
• No social media before 16. 
• Phone-free schools. 
• Far more unsupervised play and childhood 

independence. 
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book

Central Claim of Anxious Generation – Two Trends:

Overprotection in the real world and…

Underprotection in the virtual world… 

are the major reasons why children born after 1995 
became the “anxious generation”.
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book

The Real World:

1. They are embodied, meaning that we use our bodies to communicate, we 
are conscious of the bodies of others, and we respond to the bodies of 
others both consciously and unconsciously.

2. They are synchronous, which means they are happening at the same time, 
with subtle cues about timing and turn taking.

3. They involve primarily one-to-one or one-to-several communication, with 
only one interaction happening at a given moment.

4. They take place within communities that have a high bar for entry and exit, 
so people are strongly to invest in relationships and repair rifts when they 
happen.
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book

The Virtual World:

1. They are disembodied, meaning that no body is needed, just language. 
Partners could be (and already are) artificial intelligences (AIs).

2. They are heavily asynchronous, happening via text-based posts and 
comments. (A video call is different; it is synchronous.)

3. They involve a substantial number of one-to-many communications, 
broadcasting to a potentially vast audience. Multiple interactions can be 
happening in parallel.

4. They take place within communities that have a low bar for entry and exit, so 
people can block others or just quit when they are not pleased. Communities 
tend to be short-lived, and relationships are often disposable.
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book

Four Foundational Reforms:
1. No smartphones before high school. Parents should delay children’s entry into round-

the-clock internet access by giving only basic phones (phones with limited apps and 
no internet browser) before ninth grade (roughly age 14).

2. No social media before 16. Let kids get through the most vulnerable period of brain 
development before connecting them to a firehose of social comparison and 
algorithmically chosen influencers.

3. Phone-free schools. In all schools from elementary through high school, students 
should store their phones, smartwatches, and any other personal devices that can 
send or receive texts in phone lockers or locked pouches during the school day. That 
is the only way to free up their attention for each other and for their teachers.

4. Far more unsupervised play and childhood independence. That’s the way children 
naturally develop social skills, overcome anxiety, and become self-governing young 
adults.
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book
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Meaningful Use is dead. Long live something better!The Anxious Generation

Source: The Anxious Generation Book



Meaningful Use is dead. Long live something better!
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Meaningful Use is dead. Long live something better!
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Meaningful Use is dead. Long live something better!
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Meaningful Use is dead. Long live something better!
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Meaningful Use is dead. Long live something better!

Terminology 
Relevant to Child 

Cyber Risks

Identity 
Theft

Scam

Cyber-
Extortion

Money 
Mule

Cyber-
Bullying
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Source: Jupiter



Meaningful Use is dead. Long live something better!

Terminology 
Relevant to Child 

Cyber Risks

Identity Theft
The exposure of personal 
information linked to a 
person's identity via 
unauthorized access, such 
as though a data breach; 
identity theft can occur 
without fraud.

Scam
Any direct action, such as a 
payment or willing 
divulgence of personal 
information, a consumer 
takes or initiates at the 
behest of a criminal.

Cyber-Extortion
Occurs when an attacker gains 

access to sensitive and or 
personal information or data 

without a victim, often via 
socially engineer techniques. 
The attacker then holds that 
information or data hostage 

until certain demands for 
payments are met.

Money Mule
Someone who knowingly 

or unknowingly moves 
money stolen from fraud 
victims to launder or hide 

the ill gotten funds.

Cyberbullying
Bullying using digital 
technologies – social 

media, online messaging 
platforms, gaming 

platforms, and/or mobile 
devices. Cyber bullying 
results from repeated 

behavior that is aimed at 
scaring, angering, or 

shaming those who are 
targeted.
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Source: Jupiter



Meaningful Use is dead. Long live something better!

Terminology 
Relevant to Child 

Cyber Risks

Identity 
Theft

Scam

Cyber-
Extortion

Money 
Mule

Cyber-
Bullying
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Source: Jupiter

In the NEWS
This Week
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Meaningful Use is dead. Long live something better!The 5 Rights to Your Medical Records

An extortion group has published a 
portion of what it says are the private and 
sensitive patient records on millions of 
Americans stolen during the ransomware 
attack on Change Healthcare in February.

On Monday, a new ransomware and 
extortion gang that calls itself 
RansomHub published several files on its 
dark web leak site containing personal 
information about patients across 
different documents, including billing files, 
insurance records and medical 
information.

RansomHub threatened to sell the data to 
the highest bidder unless Change 
Healthcare pays a ransom.

April 15, 2024
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Meaningful Use is dead. Long live something better!Online Harm of Children

April 16, 2024
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Terminology 
Relevant to Child 

Cyber Risks

Identity 
Theft

Scam

Cyber-
Extortion

Money 
Mule

Cyber-
Bullying
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Source: Jupiter
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Relevant to Child 

Cyber Risks

Identity 
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Cyber-
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Money 
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Cyber-
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Source: Jupiter

Identity Theft
The exposure of personal 
information linked to a 
person's identity via 
unauthorized access, such 
as though a data breach; 
identity theft can occur 
without fraud.
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FRAUD

Hospitals

Home Health
Care

Ambulance 
Service

Doctors

Pharmacists

Sham Peer 
Review

Cybercrime

Academic
Fraud

Laboratory
Scams

Accident
Claims

Drug 
Diversion

Insurer 
Fraud

Nursing 
Homes

Whistleblower 
Retaliation

Kickbacks
Conflict 

of Interest

Workers
Compensation

In law, fraud is intentional deception to 
secure unfair or unlawful gain, or to 
deprive a victim of a legal right. Fraud 
can violate civil law (e.g., a fraud 
victim may sue the fraud perpetrator 
to avoid the fraud or recover monetary 
compensation) or criminal law (e.g., a 
fraud perpetrator may be prosecuted 
and imprisoned by governmental 
authorities), or it may cause no loss of 
money, property, or legal right but still 
be an element of another civil or 
criminal wrong.

Fraud Definition

Source: https://en.wikipedia.org/wiki/Fraud 

https://en.wikipedia.org/wiki/Law
https://en.wikipedia.org/wiki/Intent_(law)
https://en.wikipedia.org/wiki/Deception
https://en.wikipedia.org/wiki/Civil_law_(common_law)
https://en.wikipedia.org/wiki/Criminal_law
https://en.wikipedia.org/wiki/Fraud
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Meaningful Use is dead. Long live something better!The 5 Rights to Your Medical Records

HIPAA 
Rights

State 
Rights

H
MD

PHR
Home

FAX
2nd 

Opinion

Ownership

Access

Communication

Updates

Security Own

Send

AccessRetain

The 5 Rights of Medical Records ™
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Meaningful Use is dead. Long live something better!The 5 Rights to Your Medical Records

Ownership

Access

Communication

Updates

Security

Security: Insurance fraud is a major source of 
errors in medical records. Disruption of medical 
facility record access due to ransomware is an 
issue for both inpatients and outpatients. 

Ownership: Patients are entitled to the 
ownership of a copy of their medical 
records. Providers often presume since 
they are the owners of the records that 
they do not need to provide them to 
patients and families.

Updates: Accurate and timely updates 
to medical records including tests and 
medication lists are critical to safety. 

Access: The safety and quality of 
care is directly related to the access of 
all medical records to the patient and 
to all care providers. Ideally there 
should be minimal lag in availability. 

Communication: Breakdown in the transmission of medical records is a major source of 
adverse events causing preventable harm and expense. Patients must ensure transmission. 

Own

Send

AccessRetain

The 5 Rights of Medical Records ™
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Source: Jupiter

Scam
Any direct action, such as a 
payment or willing 
divulgence of personal 
information, a consumer 
takes or initiates at the 
behest of a criminal.
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1 Motor-vehicle Accidents

2 Opioid Overdose

3 Drowning

4 Falls

Students

Suicide

Preventable Death
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Meaningful Use is dead. Long live something better!The Recovery Position

Source: https://www.firstaidforfree.com/what-is-the-recovery-position-in-first-aid/ 
 

https://www.firstaidforfree.com/what-is-the-recovery-position-in-first-aid/
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Meaningful Use is dead. Long live something better!Fake Pills Laced with Fentanyl
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Meaningful Use is dead. Long live something better!Fake Pills Laced with Fentanyl

In 2023, DEA seized more than 79.5 million fentanyl-laced fake pills. 

The 2023 seizures are equivalent to more than 376.7 million lethal doses. 

Enough to kill everyone man, woman, and child in America.

DEA Fentanyl Seizures in 2024
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Meaningful Use is dead. Long live something better!Fake Pills Laced with Fentanyl



Meaningful Use is dead. Long live something better!

Terminology 
Relevant to Child 

Cyber Risks

Identity 
Theft

Scam
Money 
Mule

Cyber-
Bullying
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Source: Jupiter

Cyber-
Extortion

Cyber-Extortion
Occurs when an attacker 

gains access to sensitive and 
or personal information or 

data without a victim, often via 
socially engineer techniques. 
The attacker then holds that 
information or data hostage 

until certain demands for 
payments are met.
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Meaningful Use is dead. Long live something better!

Youth Suicide: Social Media Predators
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“200 Messages 19 Hours 
Saying You Are Nothing” 

“I’m killing 
myself right now” 

“Good. Do that Fast” 

Sources: ABC News Nightline
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Youth Suicide: “Lived the Best Montana Life”
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Sextortion Scheme: How They Target Boys

Source: Fox News 32 Chicago 
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Terminology 
Relevant to Child 

Cyber Risks

Identity 
Theft

Scam

Cyber-
Bullying
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Source: Jupiter

Cyber-
Extortion

Money 
Mule

Money Mule
Someone who knowingly or 
unknowingly moves money 
stolen from fraud victims to 

launder or hide the 
ill-gotten funds.
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Terminology 
Relevant to Child 

Cyber Risks

Identity 
Theft

Scam
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Source: Jupiter

Cyber-
Extortion

Money 
Mule

Cyber-
Bullying

Cyberbullying
Bullying using digital 

technologies – social media, 
online messaging platforms, 

gaming platforms, and/or 
mobile devices. Cyber bullying 
results from repeated behavior 

that is aimed at scaring, 
angering, or shaming those 

who are targeted.
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The Big Tobacco Game Plan:
Deny, Delay, and Distract Defense
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Med Tac Community Leader

Preventable Online Harm to Children:
A Parent’s Perspective
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Preventable Online Harm to Children:
A Physician’s Perspective
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ABC News
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Family Health Safety Plans

Response

Rescue

Recovery

Resilience

Readiness
Activate

Mobilize

CareMonitor

Readiness: Preparation, regular review, and 
updating of a plan based on the latest science. 
Regular deliberate practice of roles and skills 
each family member undertake. 

Response: Family moves to action to 
respond to an emergency. Safeguards 
are put in place. The family may respond 
to a member being impacted by threats.

Resilience: Fortify response, rescue, 
and recovery actions in plan. In law 
enforcement and healthcare, we call this 
“target hardening”.

Rescue: Regular deliberate practice 
of roles and skills that can impact 
failure to rescue. 

Recovery: Follow up care of the family member after an event. Returning to normal family 
activities after a family member has received care for high impact emergencies.
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HIPAA 
Rights

State 
Rights

H
MD

PHR
Home

FAX
2nd 

Opinion

Ownership

Access

Communication

Updates

Security Own

Send

AccessRetain

The 5 Rights of Medical Records ™
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Ownership

Access

Communication

Updates

Security
Own

Send

AccessRetain

The 5 Rights of Medical Records ™
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Ownership

Access

Communication

Updates

Security

Security: Insurance fraud is a major source of 
errors in medical records. Disruption of medical 
facility record access due to ransomware and 
theft are critical issues for inpatients, 
outpatients, and especially children. 

Ownership: Patients are entitled to the 
ownership of a copy of their medical 
records. Providers often presume since 
they are the owners of the records that 
they do not need to provide them to 
patients and families.

Updates: Accurate and timely updates 
to medical records including tests and 
medication lists are critical to safety. 

Access: The safety and quality of 
care is directly related to the access of 
all medical records to the patient and 
to all care providers. Ideally there 
should be minimal lag in availability. 

Communication: Breakdown in the transmission of medical records is a major source of 
adverse events causing preventable harm and expense. Patients must ensure transmission. 

Own

Send

AccessRetain

The 5 Rights of Medical Records ™
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Security: Insurance fraud is a major source of 
errors in medical records. Disruption of medical 
facility record access due to ransomware and 
theft are critical issues for inpatients, 
outpatients, and especially children. 
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Speakers & Reactors for Online Harm Series

Jennifer Dingman

Chief William Adcox Gregory Botz MD

Perry Bechtle III

John Nance JD Charles Denham MD

Paola Yépez González, MD David Grinsfelder

David Beshk

Randy Styner
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Voice of Patient and Family

Jennifer Dingman

Founder, Persons United Limiting 
Substandard and Errors in Healthcare 
(PULSE), Colorado Division
Co-founder, PULSE American Division
TMIT Patient Advocate Team Member
Pueblo, CO
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Fight the Good Fight…

Finish the Race…

Keep the Faith…
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Everyone is a Patient

and

Everyone CAN BE a Caregiver
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Additional Resources
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